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Purpose of report
1.

To seek approval of the Data Protection Impact Assessment (DPIA) carried out in relation to
the revised Investigations Handbook and, if approved, to seek approval of the Handbook
itself.

Recommendation and actions
2.

It is recommended that SMT:

(i)

approve the Investigations Handbook DPIA and, only if agreed

(ii)

approve the Investigations Handbook.

3.

If the Handbook is agreed, it is recommended that SMT agree that the new procedures come
into effect on 1 September 2019.

4.

Finally, it is recommended that SMT agree:

(i)

the key documents recommendations (see “Records Management impact” below) and

(ii)

the publication recommendations (see “Publication” below).

Executive summary
5.

The Investigations Handbook sets out in detail how applications made to the Commissioner
are investigated, from receipt through to decision and, if relevant, appeal. The current
version of the Investigations Handbook was introduced in 2014. It has, however, been
subject to a large number of changes since then in line with changing practice and law (for
example, the changes to data protection legislation in May 2018).

6.

A full review of the Investigations Handbook took place earlier this year. This involved
meeting with members of the SMT, DHOEs, investigators and members of the Validation
Team and P&I.

7.

Our internal auditors, Scott Moncrieff, also undertook a desktop review of the Investigations
Handbook. Their suggestions have been taken into account.
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8.

In May, HOE circulated a draft of the revised Investigations Handbook to SMT for comment.
Along with the Investigations Handbook, HOE circulated an email setting out the principal
changes to the Investigations Handbook (attached).

9.

Comments were received from all members of the SMT and these have been taken into
account in the latest draft of the Investigations Handbook.

10.

A DPIA was also prepared in May in relation to the review of the Handbook (see “Privacy
Impact” below for additional information on the DPIA).

11.

SMT are asked to approve the DPIA. If approved,

12.

(i)

SMT will then be asked to approve the revised Investigations Handbook

(ii)

the Commissioner will sign the DPIA when the DPIA is finalised.

If the Investigations Handbook is approved, HOE recommends that it is brought into force on
1 September 2019. That will allow time to carry out training and to complete the additional
work required in line with both the Investigations Handbook and DPIA – see Appendix 1.

Risk impact
13.

The recommendations arising from the DPIA/revised Investigations Handbook are likely to
have a positive impact on the following risks in the Operational Risk Register: 1; 2; 9; 10 and
16.

Equalities impact
14.

It is not expected that any of the protected characteristics will be affected by the subject of
this committee report. These are very much internal procedures for dealing with applications
made to the Commissioner.

Privacy impact
15.

In advance of the GDPR and DPA 2018 coming into effect in May 2018, a lot of work was
carried out to the Investigations Handbook to ensure that we were able to comply with the
changes to the legislation. This meant that, when the formal key document review took place
at the start of 2019, most of the changes required for data protection compliance had already
been made.

16.

Given the extent of the review of the Investigations Handbook in 2019, and the importance of
the Investigations Handbook to the work carried out by Commissioner, a draft DPIA was
prepared and was the subject of comment by the GDPR Working Group and others. The
draft DPIA was subsequently sent to our DPO for comments. Our DPO was positive about
the DPIA, but suggested a number of helpful recommendations and additions to the DPIA,
including further consultation with the Enforcement Team. These have all been addressed in
the current version of the DPIA submitted for approval.

17.

It should be noted that the latest version of the Investigations Handbook has already been
amended to take account of the recommendations in the DPIA.

18.

Appendix 1 gives details of additional changes to be made in line with the DPIA.
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Resources impact
19.

One of the aims of reviewing the Investigations Handbook was to streamline the procedures
and reduce the impact on the team, particularly in the light of an increasing number of
applications being received and the fact that RSLs and their subsidiaries will become subject
to FOISA.

20.

It is expected that the changes to the validation procedures will, in particular, free up
resources, but a number of other, more minor, changes should also help reduce the impact
on resources (see the email of 6 May 2019).

Operational/ strategic plan impact
Strategic plan
21.

One of the aims in our strategic plan is to be recognised as an organisation of accessible
experts, that is run efficiently, governed effectively and leads in the delivery of our statutory
functions. In achieving this, we ensure that delivery of our functions meets and keeps pace
with recognised standards and is delivered openly and transparently.

Operational plan
22.

Under our Operational Plan, HOE is lead manager with responsibility for registering,
validating, investigating and deciding applications in line with approved procedures and KPIs.
It is hoped that the changes proposed to the Handbook, in streamlining the procedures, will
have a positive impact on our KPIs – although the changes are unlikely to have an effect on
KPIs until the next financial year.

23.

The Operational Plan also requires managers to report on performance for their areas of
responsibility, including carrying out quality assurance reviews. The Handbook contains new
procedures on carrying out reviews and will allow us to reintroduce such reviews.

Records management impact (including any key documents actions)
24.

25.

Both of the documents submitted for approval will be key documents:

(i)

The DPIA is a new key document. HOCS recommends that it is reviewed at least
annually and as and when any issues affecting personal data/privacy arise during the
implementation of the new procedures. HOE and HOCS also recommend that it is
published via our Guide to Information.

(ii)

The Investigations Handbook will replace the existing version on our website. HOE
recommends that it is formally reviewed every four years. However, the Investigations
Handbook is very much a “living document”, so it will remain subject to review in line
with changes in practice.

Our previous guidance on carrying out quality assurance of investigations (VC60483) now
forms part of the Investigations Handbook. That guidance is a key document. As this
document is no longer needed, we recommend that it is taken out of the register of key
documents.
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Consultation and Communication
26.

As noted elsewhere, there has been a lot of consultation in relation to both documents.

27.

HOE is aiming to train on the new procedures before our two new investigators start on 26
August 2019 so that their induction can focus on the new procedures and they do not have to
learn two sets of procedures.

28.

HOE has already spoken to the Policy and Information Team about using social media, etc.
to communicate the new procedures more widely – see also Appendix 1.

Publication
29.

We recommend that this committee report and email of 6 May 2018 are published in full.

30.

We recommend that the other attachments (i.e. the draft DPIA and draft Handbook) are
withheld in full on the basis that they are exempt from disclosure under section 27(1) of
FOISA. This allows information to be withheld if it is held with a view to it being published
within 12 weeks and it is reasonable in all the circumstances that the information be withheld
from disclosure until then.

31.

When approved, the draft DPIA and Handbook will be put into a final form and published on
our website later this month. It is reasonable to allow us to put the documents into a final
form (note, for example, that the Investigations Handbook contains tracked changes and
some comments) before publication.
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Appendix 1
If approved, the following actions will require to be carried out to bring the DPIA and Investigations
Handbook fully into effect. We have marked whether these require to be done before or after 1
September. Where they do not need to be done until after 1 September, we have given a
provisional date for completion. All actions will be the responsibility of the HOE, unless stated
otherwise.

Additional changes required by the Investigations Handbook
Paragraph
20
51

182

Subject
•
Amend SL01 (provision of key documents)
•
Amend SL06 (schedule to be completed for all cases
where withheld information sought)
•
Amend pro-forma document schedule template
•
Scheme of delegation to be amended to allow DHOES
to approve straightforward decisions (as defined in the
Handbook)
•
If required (advice to be sought from HOCS), arrange
for DHOEs’ contracts to be updated to reflect this
change
•
Decision notice templates to be amended to include
“sign off” by DHOEs
•
Amend drop-down lists in VC to reflect new weighting
options
•
A small number of IOs to be trained on approving FTR
decisions
•
Scheme of delegation to be amended to allow IOs to
approve FTR decisions
•
If required (advice to be sought from HOCS), arrange
for those IOs’ contracts to be updated to reflect this
change
•
Decision notice templates to be amended to include
“sign off” by IOs
•
Amend drop-down lists in VC to reflect new weighting
options
•
Training to be given on using search tools in in WP

Appendix 2

•

Appendix 3

•

Appendix 3

•

64
77

77

Key questions for public authorities: EIRs questions to
be added
Decision notice templates to be amended to:
(i)
Allow for easier printing
(ii) Amend wording so that the name of the
applicant only appears on the heading page
All published decisions to be anonymised:
(i)
Amend standard letters to applicants
(ii) Amend “What happens next” – guide for
applicants
(iii) Amend privacy notice

Target (all 2019)
1 September
1 September
1 September
1 November

1 December

ASM before end of
December 1
1 November
1 September

1 September

1

Suggest training be given to everyone (i.e. not only Enforcement Team) to assist searching re information
requests, subject access requests, enquiries, etc.
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Additional changes required by DPIA (where not already addressed)
Paragraph
3

20

Subject
•
Use Network Meetings, the Knowledge Hub, etc. to
remind public authorities that their privacy notices
should make it clear that they may disclose personal
data to the SIC for the purposes of his investigations
•
Amend “What happens next” so that applicants are
reminded to let us know if their contact details change
•
Same change to be made to the relevant standard
letters to applicants

Target (all 2019)
1 December

1 September
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